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Implement Secure Digital Signatures: Overview 
 
 
  

 

 Major initiative for UH & UIT for FY 2011/12 
 “Digital Signature Project ($247,500); The Digital Signature Project will make possible 

electronic authorization of official university business (e.g., purchasing, travel, leave requests). 
Eliminating the need for print signatures will increase operational efficiency and reduce the 
university’s reliance on, and investments in, paper. “  

       – Fiscal Year 2011 Plan and Budget 

 
 

 What is a Digital Signature? 
 E-signatures are divided into two categories: 
 

     1.  Electronic signatures - click and sign (i.e. type name); simple authentication  
 

           2.  Digital signatures -  utilizes public-key cryptography (PKC) / public-key infrastructure 
(PKI); complex algorithms using SSL certificates.  
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Implement Secure Digital Signatures:  Objectives 

 

 More efficient business processes 

• Electronic authorization of official university business  
(e.g., on-line contracts, purchasing, travel, leave requests) 

 

 Increased operational efficiency and reduced reliance on, and 
investments in, paper and other related expenses of printing 

 

 Strong security for documents and messages where the identity of an 
author, sender, or the contents of a message must be verified and 
validated, or authenticated 

 

 Legislative compliance with the Texas Administrative Code (TAC) and 
the Texas Department of Information Resources (TxDIR)  
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Implement Secure Digital Signatures:  UHS Project Team 

 

Project Manager: Mike Mantell (UIT), Technical Lead: Brian Walker (UIT) 

 

UH Business Representatives:  

 Administration & Finance, Office of the General Counsel, Purchasing, UIT 
 

UHS – Business and IT Representatives from each campus 

 UH Downtown: George Anderson & Erin Mayer 

 UH Clear Lake: Cathy Bye & Margaret Lampton 

 UH Victoria: Vangie Kolesar & Eric Mims 
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Implement Secure Digital Signatures:  
Compliance Requirements 

 
 State of Texas Requirements incumbent upon UH: 

 Offeror must utilize certificates for digitally signed communications 
obtained from a source(s) approved as an acceptable PKI service 
provider by the Texas Department of Information Resources (DIR) 

 
 Texas Government Code § 2054.060 - Digital Signature 

 TAC §202.75.2.E, Information Resources Security Safeguards 

 TAC §203.25 – Acceptable PKI Service Provider 

 TAC §203.44 - Acceptable Digital Signature Technology 
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Implement Secure Digital Signatures 

Forsythe Technologies Proposal 
– Consortium of Forsythe, SIGNiX & 

Symantec/Verisign 

– Multi-Solution Approach 
• Certificate based – VeriSign MPKI – Internal solution 

• Non-certificate - SIGNiX – External solution 

• Customers: 
– Houston Area Realtors  

– Credit Unions 

– Universities (Penn State) 
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UH BUDGET IMPLICATIONS 
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Implement Secure Digital Signatures: Proposal 

 3 Year Contract Invoiced Annually - $240,037.50 

Out-years subject to availability of funds 

Licenses included for: 
Verisign/Symantec MPKI (Internal Solution) 
5000 User Seats (Faculty/Staff) 

2 Administrators  

SIGNiX (External Solution) 
10,000 External Signers (Students/Parents/Alumni) 

50 Faculty/Staff users/admins 

Annual Maintenance 8 



Implement Secure Digital Signatures: Proposal 

Discounted Pricing for Additional SIGNiX Licenses: 
 

Minimum 50 Seats – users/admins  
50 = $15,000  

>100 = $275  

>250 = $250 

>500 = $225  

>1,000 = $200  

>3,000 = $175 
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Implement Secure Digital Signatures: Proposal 

Discounted Pricing for Additional SIGNiX Licenses: 
 

 

External Signers (Students/Parents/Alumni)  

Annual Price/Signer - Minimum 10,000 Signers  
 10,000= $25,000 

 >10,000 = $2.35 

 >30,000 = $2.00 
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Implement Secure Digital Signatures: Proposal 

SIGNiX Optional Services: 

Authentication Options: Charge/Attempt 
1. Internal Click-thru: No Charge 

2. Authentication w/Question(s) created by Authorized 
User: No Charge 

3. SMS Text Shared Secret: $0.25/attempt 

4. Basic Authentication with SSN & DOB entered and 
validated with outside 3rd party data provider: 
$1.00/attempt 

5. Full Knowledge-Based Authentication (KBA): 
$2.50/attempt 
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Implement Secure Digital Signatures: Proposal 

 Professional Services Fees (Not anticipated at this time): 

 Senior Assets - $150/hour 

Project Management - $150/hour 

QA/Development - $150/hour 

4 hour minimum 
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Implement Secure Digital Signatures: Next Steps 

 

 Initial RLH implementation: 
• Implementation of Resident agreement 

• Follow-on with Meal Plan, FERPA, other RLH documents 
 

 Implementation for other campus departments 
 Marketing: Publicity Releases 
 Purchasing: Sole Source Justifications 
 Property Management: Off-Campus Property Forms  

 

Development of campus-wide deployment plan 
 Leverage of other included services: encrypted email, etc. 
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The Solution 

Highlights of what this vendor delivers 
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Digital Signatures 
Strengthen integrity and audit potential 

of electronic transactions 

Symantec Authentication – Solution Overview  
Public Key Infrastructure 

Symantec/VeriSign 
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SIGNiX serves major enterprises directly and also through integration with leading 
technology partners, combining their industry applications and document solutions with 
our digital signature technology and know-how. Our clients benefit from superior trust 
and security as well as legally compliant solutions that are customer proven and market 
tested by: 
 

  Accelerating the signing process  
  Reducing operating costs 
  Growing revenues     

 
 

About SIGNiX     
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Customers and Partners 
 

http://www.raymondjames.com/�


Everything you need to deliver a comprehensive solution to your customer: 

      Securely Deliver Documents  

         Capture E-Consent  

         Provide Real Time Identity Authentication  

         Issue and Manage Digital Certificates  

         Present Documents for Signature  

         Capture Signature Ceremony  

         Time Stamp the Transaction  

         Support Process Workflow  

      Provide a Complete Audit Trail/Event Log  

         Communicate with All Signers  

         Provide Tools for Corporate Administration  

         Support Legal Non-Repudiation  

     

 
 
 SIGNiX Solution 
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Complete Digital Signature Service 
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SIGNiX The Power of X 

 
 

The Digital Signature Solution Suite from SIGNiX 
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Starting the Signing Process 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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Simple Authentication via SMS Shared Secret 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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Your documents have different levels of risk attached to them. 
The higher the risk, the more protection is available to achieve the reward. 
 
 
 

Click 
 Wrap 

Sponsored 

KBA 
Authentication 

Identity Vetting 

SIGNiX Solution 
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Certificate Levels and Interoperability 

Rudimentary                                 Medium                                   High 

High Risk 

Low Risk 

Full Identity  
Authentication 

Know Your Customer,  
Data Verification 



Implement Secure Digital Signatures: Proposal 

SIGNiX Optional Services: 

Authentication Options: Charge/Attempt 
1. Internal Click-thru: No Charge 

2. Authentication w/Question(s) created by Authorized 
User: No Charge 

3. SMS Text Shared Secret: $0.25/attempt 

4. Basic Authentication with SSN & DOB entered and 
validated with outside 3rd party data provider: 
$1.00/attempt 

5. Full Knowledge-Based Authentication (KBA): 
$2.50/attempt 

 
22 



Create a Signing PIN 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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View Document(s) 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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Ready for Student Signature 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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Student Signs 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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Student Completes Signing Process, Parent is Notified 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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Parent’s Turn 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
 

28 



Agreement Fully Executed 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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Digitally Signed PDF Provides Permanent Record 
                                                     
 

 
 

Immediate Signing of Residence Agreement  
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Questions? 
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