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Installation Instructions

For Windows Users

Installing the VPN Client

1. Download the Cisco AnyConnect VPN for Windows installer from: vpn.uh.edu.
2. Enter the Cougarnet credentials.

Py

Login

Please enter your username and password.

GROUP: UHVPN B‘
] —
O I—

3. Click the AnyConnect VPN link to download the software.

e

CISCO

AnyConnect Secure Mobility Client

f} WebLaunch

Platform
" Detection

- Java Detection

- Download

Manual Installation

Web-based installation was unsuccessful. If you wish to
install the Cisco AnyConnect Secure Mahility Client,
you may download an installer package.

Install module(s) below in the listed sequence.
Flatforms supported: Windows 7 SP1 ar newer

AnyCaonnect VPN

Alternatively, retry the automatic installation.

| Help | | Download
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4. Double-click the AnyConnect.exe file. (Note: You may encounter a Security Warning screen and have to click
Run to proceed.)

5. Click Next.

‘_'@ Cisco AnyConnect Secure Mobility Client Setup =]

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mohility Client on your computer, Click Mext to
continue or Cancel to exit the Setup Wizard.

< Back Next > ] [ Cancel
# Cisco AnyConnect Secure Mobility Client Setup \?|
6. Accept the terms of the License Agreement. End-User License Agreement y "’
S " L |
7 . C||Ck Next. Please read the following license agreement carefully : :__L

Supplemental End User License Agreement |i|
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed underthe

() I accept the terms in the License Agreement

@) I do not accept the terms in the License Agreement

Advanced Installer

‘j&j’ Cisco AnyConnect Secure Mebility Client Setup =]
=
Ready to Install # 53
»
The Setup Wizard is ready to begin the Typical installation % Fs

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, click "Back™, Click "Cancel” to exit the wizard.

8. Click Install.

Advanced Installer

< Back ][ '5'Install ] [ Cancel
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9. Install the VPN client and, when a message appears saying the Cisco AnyConnect client has been installed, click
Finish.

Mobility Client Setup
Wizard

f J% Completing the Cisco
B ?l AnyConnect Secure

Click the Finish button to exit the Setup Wizard.

< Back Cancel

Note: If you get a User Account Control screen asking if you want to allow the following program from an unknown
publisher to make changes to your computer click Allow or Accept.

Connecting to the UH VPN

1. Launch the Cisco AnyConnect Secure Mobility Client.
If you don't see Cisco AnyConnect Secure Mobility Client in the list of programs, navigate to Cisco > Cisco
AnyConnect Secure Mobility Client.

2. When prompted for a VPN, enter vpn.uh.edu and then click Connect.

Ready to connect.

| vpn.uh.edu Connect
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3. Enter the following information and then click OK:
Group: select UHVPN (this is a split- tunnel service i.e. non-UH traffic flows normally on an unencrypted
internet connection) or Full Traffic non-split-tunnel (all internet traffic flows through the VPN

connection) if available.
Username: your COUGARNET ID

Password: your COUGARNET ID password

& Please enter your username and password.

Group: UHVPM

Username: | shasta

Passwaord: | =====

OK Cancel

4. Once the VPN connection is established, a message displays in the lower-right corner of your screen, informing

you that you are now connected to the VPN.

Disconnect from the UH VPN

[m)
=

Cisco AnyConnect

1. Inthe notification area, click the Cisco AnyConnect icon E if itis displayed. Otherwise, go to your list of programs
and click Cisco AnyConnect Secure Mobility Client.
2. Atthe prompt, click Disconnect.

<

& @

Connected to vpn.uh.edu.

Disconnect

Pv4

Note: If you disconnect from UH VPN you will be required to re-enter your password for reconnections.
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For Mac Users

Note: ONLY Mac OS 10.9.x and newer versions are supported by the CISCO AnyConnect software.

Installing the VPN Client

1. Download the Cisco AnyConnect installer for Mac from: vpn.uh.edu.
2. Enter the Cougarnet credentials.

Ef?y Login

Please enter your username and password.

GROUP: | UHVPN S‘
PasswoRD: |

3. Click the AnyConnect VPN link to download the software.

ittt AnyConnect Secure Mobility Client

CIsCO

(ﬁ_ WebLaunch Manual Installation

Web-based installation was unsuccessful. If you wish to
Platform install the Cisco AnyConnect Secure Mobility Client, you

Y| * Detection may download an installer package.

Install module(s) below in the listed sequence. Platforms
supported: Mac OS X 10.9 or newer
+ =.Java Detection

AnyConnect VPN

Alternatively, retry the automatic installation.
- Download

Help Download

4. If you get a DMG file double click the file.

anyconnect-
macos-4...-k8.dmg
6.3 MB
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5. Double-click the AnyConnect.pkg file to start the Cisco AnyConnect Installer wizard.

6. Click Continue.

® w Install AnyConnect Secure Mobility Glient a

Software License Agreement
Supplemental End User License Agreement for
AnyConnect® Secure Mobility Client v4.x and other
VPN-related Software
IMPORTANT: READ CAREFULLY
Destination Select Tris Supplemental End User
Softwar

Intreduction

o License

2 At (SEULRY) comie sadona e and
. "nder tre End Usex EULA)
Installation Type Sevsen You o5 Uaad Peron Teane Y ans i Cusnges iy Vo rsresa) and
o) e
a e b mesnines sseget > tha o e <ot i trs ' & ponict
Installation ottt e i o1 EULA and i SEDLA Bt oo s 1
s SEULAwil ke precedenca.

Summar
2/ Inadiion o i itatcns et ot n e EULA on ycur socess and use o th Sofvare, Yo

to_comply ol al fimes wi lerms and_conditons provided in this SEULA
SOWNLOADING, INSTALLING. OR USING THE SOF TWARE CONSTITUTES
HE AGREEMEN U E

™ TWARE
4T DOMNLOAD, INSTALL o= UBE T SORTWARE, AXD (8) YO Y Kl T
EN G ANY W

MATERIALS) FOR A Fu Ll HEFUND (}R \F THE SOFTWARE AND WRITTEN MA
ARE SUPRUED 8 FROOLET YOU Y RETUR T
BT Ha A D B VRS S e S TR
DAYS AFTER FURCHASE FROM 01500 Dt AN AUTHDRIZED D1SG0 RESEL £, AND
NI REFUEE ey 1P YO ARE THE ORIBNAL END USER PUG ASER

CISCO o purposas o s SEULA,the procct vou hav arersd of anled a anyof kg

Print, Save... Go Back Continue

i@ Install AnyConnect Secure Mobility Client ]

To continue installing the software you must agree to the terms of

7 CIle Agree the software license agreement. I
‘ g ‘ Intt Glick Agree to continue or click Disagree to cancel the installation and
o Lid  quit the Installer. I
De| .
ing
Read License Disagree Agree
ing L
o s g 4 e o b comsing s Yo and o e rfeiain
aas:

Such &5 SHA-256 valu ot data:; origin and natura of malware;
Encooimt CUIDs (obaty orie. coniharsy emot Protor c
‘agaresses: logfles; the types of software or applicabons instalied on & netwrk ar an Endpaint
‘ang any agaregate or demegraphic data such as conkes, web Iogs, web beacons, ang
similar spplications.

“Ordering Document” means the purchase arder or similer sgresment between You and Cisco
‘o YU ang an Approved Sourse, or the valid tems of any purchass arser accepted by Gisso,
by

“Personal Informaton” means any information that can be used 1o identity an indivigual and
thiah may include an individual’s name, adcress, emai address, phone number, payment card
] ' . number, and user name.

CISCO “Wen Securly Modue” means a, separte modue n ceran Software with functonaiy et

Print... Save... Go Back Continue
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8. When the Welcome window displays, click Continue.

® ‘w Install Cisco AnyConnect )
Welcome to the Cisco AnyConnect Installer
You will be guided through the steps necessary to install this
# Introduction software.

Destination Select
nstaliation Type
instaliation

Summary

Continue

9. Select your hard drive as the destination where you want to install Cisco AnyConnect and then click Continue
if you receive this screen.

®c @ Install Cisco AnyConnect &
Select a Destination
S Select the disk where you want to install the Cisco
Intr ti
@ Introduction AnyConnect software.

© Destination Select

Installation Type =
Installation )
Summary

948,65 GB available
998,88 G8 total

Installing this software requires 15.6 MB of space.
You have chosen to install this software on the disk * -*.

 Ga:Bacic, il Contintie:.

10. Click Install to perform a standard installation of the software.

L2c) ‘@ Install Cisco AnyConnect a
Standard Install on * -+
® Introduction This will take 15.6 MB of space on your computer.

& Destination Select Click install to perform a standard instalation of this software
sk * -7
o Instaliation Type

Installation

Summary

Change Install Location...

Customize Go Back Install

11. At the prompt, enter your administrator account password for the Mac and click Install Software.

7~ Installer.app is trying to install new software. Type

| . your password to allow this.

Username: John Doe

Password: {..--...|

Cancel Install Software
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12. When the software has finished installing, click Close.

[ ) ‘@ Install Cisco AnyConnect
The i ion was
@ Introduction
© Destination Select
© Installation Type
@ |Installation
¢ Summary The installation was successful.

The software was installed.

Close
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Connecting to the UH VPN

1. To launch the VPN client, open your Applications folder and navigate to Cisco > Cisco AnyConnect Secure
Mobility Client.

2. When prompted for a VPN, enter vpn.uh.edu and then click Connect.
oo el Lol
E——

VPN:
Ready to connect.

| vpn.uh.edu

3. Enter the following information and then click OK:

Group: select UHVPN (this is a split- tunnel service i.e. non-UH traffic flows normally on an unencrypted

internet connection) or Full Traffic non-split-tunnel (all internet traffic flows through the VPN

connection) if available.
=  Username: your COUGARNET ID
= Password: your COUGARNET ID password

Cisco AnyConnect |

% Please enter

Group: | UHVPN

Username: jdoe

Password: | esssssssesssans ‘

Note: You should now be connected to UH VPN.

I
L | Il | I+ Ciseco AnyConnect Secure Mobility Client
CISCO Connected: vpn.uh.adu

4. Once the VPN connection is established, the Cisco AnyConnect icon with a small lock appears in the dock.

10
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Disconnect from the UH VPN
1. Click the Cisco AnyConnect icon with a small lock.

2. Atthe prompt, click Disconnect.

®0e AnyConnect ]
Secure Mobility Client CISCO

Connected to vpn.uh.edu

Disconnect

IPv4

Note: If you disconnect from UH VPN you will be required to re-enter your password for reconnections.

11
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Linux (Ubuntu)

Note: If you disconnect from VPN you will be required to re-enter your password for reconnections.

Install and configure AnyConnect

1. Download the Cisco AnyConnect VPN for Linux installer from: vpn.uh.edu. Enter the Cougarnet credentials.
Copy the file to your desktop.

Ubuntu Desktop

2. Open Terminal. Drag the file into Terminal. Remove the quotes and type sudo in front of the file location. Press
Enter

© ™ @ ds001@ds001-VirtualBox: ~

ds001@dse01-VirtualBox:~$ sudo /home/ds001/Desktop/anyconnect-1linux64-4.4.01054-
core-vpn-webdeploy-k9.sh

Type your password and installation should begin.

4. Installation is done when you see the following.
ing Cisco AnyConnect Secure Mobility Client...
Extracting installation files to ftmp/vpn.uRecl3/vpninstB843528333.tgz...
narchiving installation files to /ftmp/vpn.uRecl3...
tarting Cisco AnyConnect Secure Mobility Client Agent...

ds001@ds001-VirtualBox:~5 |

12
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Connecting to the UH VPN

1. Open the search bar and search for Cisco. You should see the Cisco icon. Click to open.

2. Type invpn.uh.edu in the Connect to address bar. Press Connect.

Cisco AnyConnect Secure Mobility Client

% Connection | @ Statistics | & About
afann
Cisco
Connect to: v | [
| ® connect |
Ready to connect.

3. Make sure Group is set to UHVPN. Insert your Cougarnet ID credentials. Press Connect.

(> Cisco AnyConnect Secure Mobility Client

% Connection | @ Statistics | @ About

Cisco
Connectto: |vpn.uh.edu v | g
Group: UHVPN -
Username:
Password:

| Connect |

Please enter your username and password.

Note: You should now be connected to UH VPN.

13
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Disconnect from the UH VPN

1. Click on the Cisco icon to open the connection box.

Ubuntu Desktop

2. The connection box will open. Press Disconnect.

.9 Cisco AnyConneck Secure Mobility Client

%, Connection || @ Statistics | & About

TN
CISCO

Conneck to: o

Group:
Username:

Password:

¥ Disconnect

Connected to vpn.uh.edu.

Note: You are now disconnected from UH VPN and will be required to re-enter your password to reconnect.

14
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Android

Install and configure AnyConnect
1. Go tothe Google Play Store and search for Cisco AnyConnect.

2. Choose the AnyConnect app and tap Install.

© % .4 96%M 10:45

Clisco Q
» /Connect

~  AnyConnect
Cisco Systems, Inc.
'© Everyone

- @0

Dawmloads 71022 Business Similar

For Android 4.0+ and later devices.
Connect to your network with
AnyConnect.

READ MORE

3.

N AnyConnect

needs access to

Device & app history

Photos/Media/Files

Wi-Fi connection
information

Device ID & call o
information

15
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4. Tap Open and accept the license agreement if one is presented.

AnyConnect

Supplemental End User License
Agreement for AnyConnect® Secure
Mobility Client vd.x and other VPN-related
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License
Agreement (SEULA) contains additional
terms and conditions for the Software
Product licensed under the End User
License Agreement (EULA) between You
(You as used herein means You and the
business entity you represent) and Cisco
ively, the Ag 1t). Capitali
terms used in this SEULA but not defined
will have the meanings assigned to them
in the EULA. To the extent that there is a

conflict between the terms and conditions
of the EULA and this SEULA, the terms
and conditions of this SEULA will take
precedence. In addition to the limitations
set forth in the EULA on your access and
use of the Software, You agree to comply
at all times with the terms and conditions
provided in this SEULA. DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE

PAMETITIITES ANAEDTAKICE AE TUE

Cancel OK

5. Choose to add a new VPN connection by tapping Connections.

200H

a AnyConnect

a VIRTUAL PRIVATE NETWORK

AnyConnect VPN

Disconnected e —

Connections
No connection

Details

6. If the Advanced Preferences screen displays, tap Add a New VPN Connection.

“‘, Advanced Preferences

Add New VPN Connection

7. Enter the following information:

= Description: label the configuration with a unique identifier (for example, UHVPN)
= Server Address: vpn.uh.edu

16
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LOH

e Connection Editor

8. Tap Done.

Description
UHVPN

Server Address
wpn.uh.edu

Advanced Preferences
Change advanced certificate and protocol settings

Cancel Done

17
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Connect to UH VPN

1. Open the AnyConnect app.
2. Tap the AnyConnect VPN Off button.

3. When prompted for your username and password, enter the following and then tap Connect:
= Group: select UHVPN (this is a split- tunnel service i.e. non-UH traffic flows normally on an unencrypted
internet connection) or Full Traffic non-split-tunnel (all internet traffic flows through the VPN
connection) if available.
=  Username: your COUGARNET ID
=  Password: your COUGARNET ID password

AnyConnect

Please enter your username and password.
Group:

UHVPN 4

Username:
shasta

Password:

[ show password(s).

Cancel Connect

4. If you see a message seeking your attention, tap OK.

Allow connection

AnyConnect is requesting
permission to set up a VPN
connection that will allow it to
monitor network traffic. Only
allow this if you trust the source.

An icon will be shown at the top

of your screen while the VPN is in
use. Allow?

CANCEL 0K

18
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5. When you are connected to VPN, the AnyConnect app shows the VPN as turned on.

OHe-Ea @ 5 . 95%M11:10

“\, AnyConnect

a VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Connected m

Connections
UHVPN

Details

Disconnect from UH VPN

To disconnect from the UH VPN, open the AnyConnect app and tap the On button. It toggles to Off, disconnecting your
device from the UH VPN Service.

Note: If you disconnect from UH VPN you will be required to re-enter your password for reconnections.

19
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10S

Install and configure AnyConnect
1. Go tothe Apple App Store and search for Cisco AnyConnect.
2. Choose the AnyConnect app and tap get to install.

wan0 ATAT & 13:33 ¥ arnlr

Back |1| =

. Cisco AnyConnect 4+

@ Cisco Syslems, Inc.

4 o

- GET
oviows clated

3. Tap Open and accept the license agreement if one is presented.
4. Click Allow.

“AnyConnect” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don’t Allow Allow

Note: AnyConnect will now be sending you notifications.

20
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5. Choose to add a new VPN connection by tapping Connections.

*eaco ATET LTE 323 PM

AnyConnect

a VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Connections No Connections

Details Disconnected

wlvaln
Cisco

A & 0O 0

Homa Diagnastics Apout

6. If the Advanced Preferences screen displays, tap Add a New VPN Connection.

@ App Store 7 1:40 PM

< AnyConnect VPN Connections

Add VPN Connection...

21
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7. Enter the following information:
= Description: label the configuration with a unique identifier (for example, UHVPN)
= Server Address: vpn.uh.edu
sseco ATET LTE 3:25 PM T 73% W
Cancel Add VPN Connection  Save
Description UHVPN
Server Address  vpn.uh.edu
Advanced
QWERTYUI OP
ASDFGHUJKL
8. Tap Done. Z X CVEBNM
123 & / com
9. Tap Save.

App Store = 1:43 PM

Cancel Add VPN Connection

Description UHVPN
Server Address vpn.uh.edu

Advanced

®

22
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10. Tap Allow. “AnyConnect” Would Like to
Add VPN Configurations
All network activity on this iPhone may
be filtered or monitored when using
VPN.
Allow Don't Allow
Connect to UH VPN

1. Openthe AnyConnect app.
2. Tapthe AnyConnect VPN Off button.

3. When prompted for your username and password, enter the following and then tap Connect:
= Group: select UHVPN (this is a split- tunnel service i.e. non-UH traffic flows normally on an unencrypted internet
connection) or Full Traffic non-split-tunnel (all internet traffic flows through the VPN connection) if available.
= Username: your COUGARNET ID
= Password: your COUGARNET ID password

esscc ATET LTE -~ 2:52PM ¥ 845 W

Cancel Authentication  Connect

Please enter your username and

password.
Username: shasta
Password: sssssssssse

ASDFGHUJKL

ZXCVBNM

23
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4. When you are connected to VPN, the AnyConnect app shows the VPN as turned on.

seeco ATAT LTE [ 3:30 PM

AnyConnect

E VIRTUAL PRIVATE NETWORK

AnyConnect VPN (>

Connections UHVPN

Details Connected

vl
CISCO

Settings Diagnostics About

Home

Disconnect from UH VPN

To disconnect from the UH VPN, open the AnyConnect app and tap the On button. It toggles to Off, disconnecting your
device from the UH VPN Service.

Note: If you disconnect from UH VPN you will be required to re-enter your password for reconnections.

24
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Troubleshooting

First, check that you have installed the correct client for your computer and you meet all the dependencies. If you still
have problems connecting, please continue reading.

1. Connect to the internet
To connect to the VPN server, you must be connected to the internet first.

2. Try again later
If your VPN connection was working recently and has suddenly stopped, the server may be down temporarily,
unavailable or too many users are connected. Try again later.

3. Error message

There are several error messages that can appear when a VPN connection is unsuccessful.

They usually have a number like ‘Error 721’. By searching for this error message and number online, you
can often find what it means and why it has appeared. Also, you can often find out how other people have
dealt with the problem themselves. Try Google.

Quite often, it a configuration or software version incompatibility on your home computer that you should
update.

Built-in PPTP clients on all OS's aren't supported on the new VPNs.

4. Check VPN settings
Verify your VPN configuration settings OR delete and reinstall the client from this page.

5. At what stage does it fail?

If you are sure all your settings are correct, think about the error message you have received (if any) and
see if it relates to any of the issues listed below.

The number of possible problems can be reduced by watching how and when the connection attempt
fails.

If it fails as it is trying to connect (i.e. before the 'verifying username and password' stage) then see the
'Failing to connect?' section below.

If you can connect but cannot login successfully, then see the 'Failing to verify username and password?"
section below.

6. Failing to connect?

Firewall settings
o Some software firewalls have been known to stop users connecting to our VPN server, especially
if the settings are too 'restrictive'.
o You can usually tell if it is your firewall causing the problem by turning it off and trying again.
o Versions of Microsoft Windows XP service pack 2 and above have a built-in firewall already turned
on. However, its default settings have not been known to interfere with University VPN
connections.

Router / Firewall firmware version

o Out-of-date 'firmware' versions on ADSL routers are one of the most frequent causes of VPN
problems.

25



UNIVERSITY of

HOUSTON

UNIVERSITY INFORMATION TECHNOLOGY

o If you are using an ADSL Router or Firewall device to connect to broadband at home, and are
getting the error message 'Error 800 - Unable to establish the VPN connection' when you try to
connect, then you should check that the router's software or firmware version is up to date.

o The manufacturers of these devices often develop the latest firmware versions and make them
available for download from their own websites. Download and install the latest available
firmware code for your model of Router and try to connect again. (Note: this does not usually
apply standard ADSL modem devices.)

o Often some older versions of router firmware are not programmed to cope with running multiple
VPN connections at the same time. If you have more than one computer connecting to VPN
behind your router, check that the router firmware is capable of this and try upgrading it to the
latest firmware version.

e |SP's VPN availability
o Some Internet Service Providers (ISP) restrict certain traffic or network ports over their service.
o If protocols are not supported, or VPN is blocked by your ISP, you will not be able to connect.

e Using NAT

o If you are using an ADSL router and have Network Address Translation (NAT) set up, this can
cause problems if two people try to connect at once.

o Some routers can still detect which computer to send the two separate sets of traffic to and
some can't. Firmware updates may improve this.

7. Failing to verify username and password

e CougarNet Account: To log into any University system or computer your account must already be
registered and active.
e Username: Log in with your username and password.

8. Unexpected disconnections
e Automatic timeouts: We do not have any timeouts from the VPN server side, but your VPN connection
will terminate if your internet connection stops or your computer powers off.

e Server busy: The server can only support a limited number of concurrent users and can occasionally get
too busy. This may cause your connection to stall or disconnect unexpectedly. If you suspect this is
happening too frequently or for days at a time, report the problem to the IT Service Desk.

9. Contact the IT Staff Service Center
Call Us: 713-743-1411
Fax Us: 713-743-1410
Email Us: support@uh.edu
Mail Code: TSS 2002e
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