Setting Up UH VPN

1. Open your preferred web-browsers (Internet Explorer, Microsoft Edge, Firefox, Google Chrome,

etc.) For this demonstration we’ll be using Google Chrome.
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2. Click on the address bar and type in “vpn.uh.edu” without quotations and press “Enter” on the
keyboard.
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Q. Search Google or type a URL

After pressing “Enter” on the keyboard, it should take you to a web-page where the top left
should have a “CISCO” logo follow by “SSL VPN Service”. Type your Cougarnet ID in the
“USERNAME” field and the password to that Cougarnet ID in the “PASSWORD” field, “GROUP”
field should be set as “UHVPN”. Click on the “Login” button or hit “Enter” on keyboard.
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4. Once you have logged in you will need the following screen below, click on “AnyConnect”
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A new screen should appear and click on “Start AnyConnect”
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(sl ) Home S AnyConnect Initiate an AnyConnect client session to provide client applications on your desktop with network access through your VPN, depending on your

company’s VPN configuration and your own network access rights. For example, an AnyConnect session might be necessary to use Microsoft Outlook or

Microsoft Outlook Express to send or receive e-mail.
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Requirements

Click on "Start AnyConnect". o access remote services over an AnyConnect cient session, your system must have the follo

« Your VPN site must be in the list of trusted sites, as described below. (Required for Windows 7 and Vista, highly recommended for all.)

« The client applications must be installed locally on your system.

+ The operating system must be Microsoft Windows 7, Windows Vista, Windows XP SP1 or SP2, Windows 2000 SP4, Linux (RedHat Linux 9, RedHat
Enterprise Linux 3, SUSE Linux 10, Slackware 11.0, or Fedora 4 or 6), or Mac 0S X 10.4

ng setup:

Before you Connect - Add to Trusted Sites

Adding a security appliance to the list of trusted sites is required for Internet Explorer 7.0 or later on Windows 7 and Vista. We also recommend the
procedure for others to eliminate certain security pop-up messages when you connect.

(| Internet Explorer on Vista has "Protected Mode" enabled by default. Adding the security appliance to the trusted sites allows communications with the
security appliance, even though "Protected Mode” is enabled.

To add the security appliance to the list of trusted sites:

1. Choose Internet Options. To do so, use either of the following methods
o Choose Start > (Settings >) Control Panel > Internet Options.
o Open Intemet Explorer and choose Tools > Internet Options,
2. Click the Security tal
3. Click the Trusted sites icon, then click the Sites button below
4. Using the http:// or https:// prefix, type the host name or lP address of the security appliance in Trusted Sites window. To maximize connectivity,
use a wildcard such as https://~.yourcompany.com

5. Click Add.
6. Click OK.
7. Click OK on the Security tab.

How to Connect
To connect using Cisco AnyConnect VPN Client;

1. Click the Start AnyConnect link. If this link is not present in the AnyConnect window, your account is not configured to use this feature.

2.1F 3 pop-up window directs you to a website to download Sun Microsystems Java Runtime Environment, you do not have the correct version of
the Java Runtime Environment installed on your system. If you see the pop-up, download Sun Java version 1.4 or later.

3. 1f 2 prompt to accept a security certificate appears, determine whether it is from the ASA. If so, accept

2 IFan instalaton or upgrade notification appears, wat for th installationor upgrade to finish

5.1f 2 text message appears, click Accept to continue.

6. Anicon appears on the bettom toalban indicating the connection s established

Now you can access all applications in the same manner as you used in the LAN environment. >

Once you’ve either clicked on “AnyConnect, it should bring you to the “AnyConnect Secure
Mobility Client Download” page. Click on where it says, “Download for Windows” (The blue
button).
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Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows
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Once the setup program has been downloaded, locate the program setup file and run it (Could

run it from the browser or it could also be in your “Downloads” folder if you do not see it as the
demonstration, either or is fine).
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Running the program
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Once you have started the setup program you will see this pop-up window on your screen. Click
“next” and accept the license agreement and “install” the program once you have successfully
install the program you should be able to click on “Finish” to exit the setup program.

Connect Secure Mobility Client Setup

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard wil install Cisco AnyConnect Secure
Mobilty Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.




Tobility Client Setup

Completing the Cisco
AnyConnect Secure

Mobility Client Setup
Wizard

Click the Firish button to exit the Setup Wizard,

9. Once installation is complete locate the program which should be named as “Cisco AnyConnect
Secure Mobility Client” and double click on it to run the program. (Can find it by clicking the
“Windows logo” button at the bottom left corner of your screen or press the “Windows” key on
keyboard to pull up the start menu as the picture below and locate the “Cisco” folder which
should be also labeled as “New”).
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10. Once the program is running a small window should appear at the bottom right corner of your
screen. Simply type in “vpn.uh.edu” without quotations and then click on the “Connect” button.
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11. Once you clicked “Connect” a new window should pop-up asking for you Cougarnet ID once
again. Provide the same information you have provided on the web-page (Cougarnet ID in the
“Username” field, your cougarnet password in the “Password” field, and make sure “Group” is
on “UHVPN”). Then click on “ok”.
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Please enter your usemame and passward.
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12. Once you clicked on “ok” the program will start establishing a connection, please be patient
because the speed of how fast a connection can be made may vary. Once it has the VPN



windows will disappear and on Windows 10 a notification might pop-up to ensure that a

connection has been made such as the image below.

13. You are all set at this point on VPN.
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