
Course Design 

An accelerated 3 day course designed for information security profes-
sionals who wish to gain hands-on experience with SCADA equipment. 

If you have an understanding of IT security and wish to extend that 
knowledge to industrial control system networks, then this class is for 

you.  

This class is built from the core elements of a semester long graduate 
class in control systems security, with an emphasis on hands-on exercises 
to explore how these systems function and learn the effects of “typical” 

security operations on their operation. 

Textbook:  Industrial Network Security, 2nd Ed.,  Eric D. Knapp, 
Syngress, ISBN 978-0-12420-114-9

The class is all-inclusive: textbook, lunch, and parking are all covered. 

Contact Amy Jones, 713-743-2788 or  

via email at akjones@uh.edu for details. 

Learning Objectives 

1. Learn the vocabulary associated

with industrial control systems.

2. Recognize threat vectors to con-

trol systems

3. Review and understand control

systems security standards and

policies

4. Analyze and assess vulnerabili-

ties and identify improvements

for control system security ar-

chitecture

5. Understand the governance and

control requirements to develop

procedures and select tools to

monitor control systems’ vulner-

abilities and security events

6. Conduct a system vulnerability

assessment for a control system

7. Develop strategies to address

current and future control sys-

tem threats and vulnerabilities

3 Day Control Systems Security Class 

Dates >> August 18 - 20, 2015 

Time >> 8:00am—5:00pm 

Cost >> $1800 per person 

 Group rates available 

Purpose >> 

This course is designed to bring IT security per-
sonnel up to speed with process control sys-

tems and their traffic over corporate networks. 
Through this course, students will gain a work-
ing knowledge of several control systems secu-

rity issues, including common risks and mitiga-
tion strategies. 

Topics include: process control network com-

munications, vulnerability identification, net-
work monitoring and incident management.  
This class is a combination of lecture on theory 

and hands-on practical laboratory assignments 
designed to demonstrate the differences be-

tween enterprise IT systems and process con-
trol systems with respect to security.  




