	UHS INTERNAL AUDITING DEPARTMENT

DEPARTMENTAL REVIEW

AUDIT PROGRAM

UHD, College/Division – Department



	
	
	
	
	YES
	NO
	N/A
	COMMENTS

	
	
	
	
	
	
	
	

	A.
	MANAGEMENT OVERSIGHT 

	
	
	
	

	
	1.
	Does the College/Division have adequate procedures in place to provide oversight for required financial and administrative activities?  (Good Business Practice)
	
	
	
	

	
	2.
	Has the College/Division established measurements to help ensure that their goals and objectives are met? (Good Business Practice)
	
	
	
	

	
	3.
	Does College/Division management periodically review these measurements to evaluate their success? (Good Business Practice)
	
	
	
	

	
	
	
	
	
	

	B.
	OPERATIONAL ACTIVITIES
	
	
	
	

	
	1.
	Does the College/Division have significant non-standard operational activities?
	
	
	
	

	
	2.
	Does the College/Division have adequate oversight over the operational activities?
	
	
	
	

	
	3.
	Do the operational activities comply with relevant campus policies?
	
	
	
	

	
	
	
	
	
	

	C.
	POLICIES, PROCEDURES, and REPORTING
(SAM 03.A.17; SAM 03.F.04; UHD PS 02.A.04; Administrative Reference Manual; ESO Business Processes Manual) 
	
	
	
	

	
	1.
	Does the department have a desk reference manual to assist personnel in completing their administrative/financial tasks? (Good Business Practice; UHD Administrative Reference Manual; ESO Business Processes Manual)
	
	
	
	

	
	2.
	Have all personnel completed required training? (Good Business Practice)
	
	
	
	

	
	3.
	Have all personnel completed required disclosures? (SAM 03.A.17, § 3.2; UHD PS 02.A.04)
	
	
	
	

	
	4.
	Have disclosure forms with potential conflicts of interest been reviewed by the appropriate level of management? 

(SAM 03.A.17 § 3.4; UHD PS 02.A.04 § 2.2)
	
	
	
	

	
	
	
	
	
	
	
	

	D.
	COST CENTER MANAGEMENT 
(SAM 03.G.01; SAM 03.G.03;  UHD PS 05.A.10; UHD PS 05.A.12; UHD PS 05.A.14; OMB Circular A-21; UHD Administrative Reference Manual)
	
	
	
	

	
	1.
	Do you maintain a control listing of all cost centers to help ensure that verifications are performed monthly?  (UHD Administrative Reference Manual § Reports)
	
	
	
	

	
	2.
	Are verifications performed on a monthly basis?  (SAM 03.G.03, § 2.2; UHD PS 05.A.14 § 2.1)
	
	
	
	

	
	3.
	Are all entries, including payroll expenditures, non-payroll expenditures, revenues, budget entries, encumbrances, fund equity, and manually entered asset and liability transactions, verified?  (SAM 03.G.03, § 2.3.a; UHD PS 05.A.14 § 2.1.1 )
	
	
	
	

	
	4.
	Are transactions recorded in error that require a correction identified on the verification form and reported (paperwork completed and submitted) to the appropriate office for correction within 90 days?  (SAM 03.G.03, §§ 2.3.b and 2.3.c; UHD PS 05.A.12 §§ 3.3 and 3.9)
	
	
	
	

	
	5.
	Does the Authorized Signatory review and approve the monthly verifications?  (SAM 03.G.03, §§ 2.3.d and 2.4; UHD PS 05.A.14 § 2.3)
	
	
	
	

	
	6.
	Do you have a process in place to help ensure that non-project/grant cost centers have zero or positive fund equity balances at year-end?  (SAM 03.G.01, §§ 2.1 and 2.3; UHD PS 05.A.10 §§ 2.1, 2.2, 2.7.1 and 2.8)
	
	
	
	

	
	7.
	Did all project/grant related cost centers have positive budgetary balances during the year?  (OMB Circ A-21, §§ C.2.b, C.4.a(1) and C.4.b.; UHD PS 05.A.10 §§ 2.1-2.5, and 2.7.2)
	
	
	
	

	
	8.
	Have requests to deactivate inactive cost centers been submitted to the Budget Office or the Office of Sponsored Programs?  (Good Business Practice)
	
	
	
	

	
	
	
	
	
	
	
	

	E.
	PAYROLL 

(SAM 02.B.02; SAM 02.D.01; SAM 03.D.03; SAM 03.D.04; UHD PS 02.A.01; UHD PS 02.A.02; UH PS 02.A.08; UHD PS 02.B.04; UHD PS 05.A.12; Administrative Reference Manual; ESO Business Processes Manual)
	
	
	
	

	
	1.
	Are copies of time and effort reports and leave requests retained for all employees? (Good Business Practice) 
	
	
	
	

	
	2.
	Are employees requesting and documenting leave taken?  (SAM 02.D.01, §§ 3.1.i and 4.1.h; UHD PS 02.A.08 § 3.2; UHD PS 02.B.04 )
	
	
	
	

	
	3.
	Are leave requests approved by the appropriate level of management?  (UHD PS 02.A.08 § 3.2; UHD PS 02.B.04) 
	
	
	
	

	
	4.
	Is all overtime work by non-exempt employees authorized in advance by the appropriate supervisor?  (SAM 02.B.02, § 3.2; UHD PS 02.A.01§ 3.4.2)
	
	
	
	

	
	5.
	Are all employees preparing and certifying time and effort reports, including recording time for vacation, sick time, or other leave?  (SAM 03.D.03, §§ 2.5 and 2.6; UHD PS 02.A.02 §§ 3.1, 3.2 and 3.4.1 Exhibit A)
	
	
	
	

	
	6.
	Do employees who devote effort to sponsored projects report reasonable estimates of the percentages of time and effort devoted to institutional activities, contract and grant activities, cost sharing, and departmental administration?  (SAM 03.D.03, § 2.7; UHD PS 02.A.02 Exhibit C)
	
	
	
	

	
	7.
	Are departmental leave records reconciled to time and effort reports?  (UHD PS 02.A.02 § 3.5; UHD PS 02.A.08 § 3.12.1 )
	
	
	
	

	
	8.
	Are time and effort reports approved by the employee’s supervisor (or designee) who has knowledge of 100% of the employee’s activities, and by the Principal Investigator if applicable?  (SAM 03.D.03, § 2.7; UHD PS 02.A.02 § 3.4)
	
	
	
	

	
	9.
	Are time and effort reports for exempt employees being submitted to the payroll office within the proper time frame to ensure timely and correct payment and leave accounting?  (SAM 03.D.03, § 2.8; UHD PS 02.A.02 § 3.5)
	
	
	
	

	
	10.
	Do you use a check-off sheet or similar device to help ensure that all time records have been submitted to the Payroll Department? 

(UHD Administrative Reference Manual § Reports)
	
	
	
	

	
	11.
	Are time sheets reconciled to payroll registers (payroll verification reports) to ensure that employees are paid accurately for the time approved?  (UHD ESO Business Processes Manual § Payroll Processing)
	
	
	
	

	
	12.
	Are departmental leave records reconciled to leave accruals recorded in the payroll system on a monthly basis?  (UHD  ESO Business Processes Manual, § Leave Accrual Verification)
	
	
	
	

	
	13.
	Are payroll reallocations, including suspense items, processed within 90 days of the transaction date? (UHD PS 05.A.12 § 3.9)
	
	
	
	

	
	14.
	Have individuals been designated to distribute checks and earning statements to individual employees?  (SAM 03.D.04, § 2.3)
	
	
	
	

	
	15.
	Do you have a process in place to help ensure that unclaimed payroll checks are returned to Employment Services and Operations within 15 days of the date of distribution to the campus? (SAM 03.D.04, § 3.1)
	
	
	
	

	F.
	HUMAN RESOURCES

(SAM 02.A.13; SAM 02.A.25; SAM 02.A.36; UHD PS 02.A.19; UHD PS 02.A.22; ESO Business Processes Manual)
	
	
	
	

	
	1.
	Are all PARs submitted to Employment Services and Operations (Office of the Provost for faculty)? (ESO Business Processes Manual, § Summary Item 8)
	
	
	
	

	
	2.
	Do you have a process in place for new non-tenure track faculty hires, including obtaining/completing and submitting the: letter of application, Employment Authorization Request, curriculum vitae, application form, Employee Data Sheet, letters of recommendation, and transcripts to the Office of the Provost ? (Academic Affairs Hiring Checklist)
	
	
	
	

	
	3.
	Are all regular, benefits eligible, employees (with the exception of faculty) required to attend New Employee Orientation? (SAM 02.A.36 § 2.4)
	
	
	
	

	
	4.
	Are all non-regular, non-benefits eligible new hires required to go to Employment Services and Operations to complete a Personal Data Sheet and Employee Eligibility Verification Form (I-9), receive required policies, and obtain information on PASS and complete W-4 forms? (SAM 02.A.36, § 2.3; UHD ESO Business Processes Manual).
	
	
	
	

	
	5.
	Do you submit a PAR within three working days of the employee’s termination to Human Resources?  (SAM 02.A.25, § 3.5; UHD PS 02.A.22  § 3.4)
	
	
	
	

	
	6.
	Do you have a process in place to help ensure all university keys; access codes and cards, credit cards, and passwords are recovered and/or canceled; and financial and parking matters settled, including the use of a Termination Checklist? (SAM 02.A.25, § 3.4; UHD PS 02.A.22 §§ 3.2 and 3.10; UHD HR Termination/Transfer Clearance Form)
	
	
	
	

	
	7.
	Do you have controls in place to help ensure that personnel files are safeguarded to help ensure integrity of the files, preserve the confidentiality of the records, and limit access only to authorized personnel?  (SAM 02.A.31, §§ 1.1 and 3.6; UHD PS 02.A.19 § 3.6 (c))
	
	
	
	

	
	
	
	
	
	
	
	

	G.
	CHANGE FUNDS AND CASH RECEIPTS (SAM 03.A.06; SAM 03.A.07; SAM 03.F.04; SAM 03.H.01; UHD PS 05.A.04; UHD PS 05.A.18; Payment Card Industry Standards )
	
	
	
	

	
	1.
	Are petty cash and change funds authorized by the appropriate individual?  (SAM 03.F.04, § 3.2; UHD PS 05.A.04 Exhibit C §§ I.2 and I.3)
	
	
	
	

	
	2.
	Are petty cash funds less than or equal to $500?  (SAM 03.A.07, § 2.8; UHD PS 05.A.04 § 2.1)
	
	
	
	

	
	3.
	Do you have any revenue generating areas (e.g. application fees) where cash or cash-equivalents (checks, credit card receipts) are received?  (UHD PS 05.A.18 Exhibit C)                             
	
	
	
	

	
	4.
	If credit cards are accepted, was the approval of the AVP for Finance obtained? (SAM 03.A.06, § 5.1)
	
	
	
	

	
	5.
	Are cash handling procedures (for funds or receipt) provided to the CFO or designee annually, or upon change to those procedures? (SAM 03.F.04, §§ 3.1 and 4.1)
	
	
	
	

	
	6.
	Does the department have procedures in place to notify the chief financial officer or designee when establishing a separate fund, changing a custodian, changing the location of the fund, or changing the physical security of the fund? (SAM 03.A.07, § 2.9.f; UHD PS 05.A.04 Exhibit C § II.4)
	
	
	
	

	
	7.
	Did employees with cash handling responsibilities complete the “Acknowledgement of Cash Policies and Procedures” form?  (SAM 03.F.04, § 4.2, and UHD PS 05.A.18, § 2.3 and Exhibit B)
	
	
	
	

	
	8.
	Are cash receipts and funds physically safeguarded in a secured area, such as a cash register, safe, locked drawer, locked file cabinet, or similar device until deposit?  (SAM 03.A.07, § 2.9.a.; SAM 03.F.04, § 3.13; UHD PS 05.A.18 § 3.5.4; UHD PS 05.A.04 § 2.6.1)
	
	
	
	

	
	9.
	Are petty cash and change funds balanced each time a disbursement is made or a minimum of once a month if no disbursements have been made? (SAM 03.A.07, § 2.9.g; UHD PS 05.A.04 § 2.6.6)
	
	
	
	

	
	10.
	Do you have a reconciliation process in place to help ensure that all cash and checks received are deposited to and recorded in the University’s Financial System? (UHD PS 05.A.18 § 3.5.8)
	
	
	
	

	
	11.
	If yes to question 10, do you have procedures to help ensure the receipt of all revenues due?  (Good Business Practice)
	
	
	
	

	
	12.
	Is the same employee responsible for cash receipts and monthly reconciliations?  (SAM 03.F.04, § 3.3)
	
	
	
	

	
	13.
	Are change funds segregated from petty cash funds and not used as petty cash funds?  (SAM 03.F.04, § 3.4; UHD PS 05.A.04 § 2.6.2)
	
	
	
	

	
	14.
	Does the department have procedures in place to help ensure that deposits are processed in accordance with the following guidelines? 
	
	
	
	

	
	
	a.
	Currency receipts are documented and dated on a pre-numbered receipt, currency log, cash register tape, ticket, or comparable documentation?  (SAM 03.F.04, § 3.11; UHD PS 05.A.18 § 3.5.3)
	
	
	
	

	
	
	b.
	Checks are made payable to the university?  (SAM 03.F.04, § 3.12; UHD PS 05.A.18 § 3.5.2)
	
	
	
	

	
	
	c.
	Checks are restrictively endorsed immediately upon receipt with “for deposit only” and the department name and account number recorded on the back?  (SAM 03.F.04, § 3.12; UHD PS 05.A.18 § 3.5.1)
	
	
	
	

	
	
	d.
	Is cash deposited within 24 hours  of receipt?  (SAM 03.F.04, § 3.15; UHD PS 05.A.18 § 3.5.4)
	
	
	
	

	
	
	e.
	Do two employees sign the Daily Cash Report (DCR) indicating that they reconciled the deposit?  (SAM 03.F.04, § 3.17; UHD PS 05.A.18 § 3.5.4, 3.5.5 and Exhibit D)
	
	
	
	

	
	
	f.
	Deposits are secured in tamper-proof bags as part of the reconciliation process by authorized employees who prepare the deposit?  (SAM 03.F.04, § 3.18; UHD PS A.05.18 §§ 3.5.5 and 3.5.6)
	
	
	
	

	
	
	g.
	The certifying signatory sign the DCR indicating that the funds are properly classified and are recorded into the proper account?  (SAM 03.F.04, § 3.23; UHD PS 05.A.18 Exhibit D)
	
	
	
	

	
	15.
	Does the department have procedures in place to help ensure that petty cash reimbursements are processed in accordance with the following guidelines? 
	
	
	
	

	
	
	a.
	Each transaction is for the established purpose of the fund? (SAM 03.A.07, § 2.9.c; UHD PS 05.A.04 § 2.6.3)
	
	
	
	

	
	
	b.
	Limited to purchases less than or equal to $50?  (SAM 03.A.07, § 2.3; UHD PS 05.A.04 § 2.3.1)
	
	
	
	

	
	
	c.
	Reimbursements processed within 30 days of the transaction? (UHD PS 05.A.04 § 2.3.4 and Exhibit A)
	
	
	
	

	
	
	d.
	Not used for entertainment and travel reimbursements; registration expenses; professional dues; sales tax on state-appropriated or sponsored program funds; consulting fees or payments to individuals; reimbursement for meals, alcoholic beverages and tickets for events; computer equipment; advertisements; office furniture; transactions where the original invoice is not available or expenses were charged to a credit card; or routine and recurring expenses?  (SAM 03.A.07, § 2.5; UHD PS 05.A.04 §§ 2.3.6 and 2.4)
	
	
	
	

	
	
	e.
	Proper documentation is provided to support each expenditure? (SAM 03.A.07, § 2.9.d; UHD PS 05.A.04 § 2.6.4)
	
	
	
	

	
	
	f.
	The fund is replenished on or before the last day of each month if the disbursements made since the time of last replenishing exceed $50 or at least on or before the last day of the fiscal year?  (SAM 03.A.07, § 2.14; UHD PS 05.A.04 § 2.7)
	
	
	
	

	
	16.
	Are records containing customer credit card data kept secure and restricted to appropriate personnel only? (PCI Data Security Requirements 7 and 9)
	
	
	
	

	
	17.
	Are bank routing and account numbers and credit card numbers removed/obliterated prior to the document’s upload to PeopleSoft? (SAM 03.H.01, § 4)
	
	
	
	

	
	18.
	Are shortages or overages reported on DCR’s and credited to a departmental account using the cash over/short account code?  (Good Business Practice)
	
	
	
	

	
	19.
	Are the appropriate offices notified of cash overages and shortages (i.e., AVP for Business Affairs) if over $20, Internal Auditing Department if over $100, Chief Financial Officer or designee if a fund does not balance, and the university police department in case of theft)? (SAM 03.A.07, §§ 2.9.h and 2.9.i; SAM 03.F.04, §§ 3.19 and 4.6; UHD PS 05.A.04 §§ 2.6.7 and 2.6.8)
	
	
	
	

	
	20.
	Does anyone owe the Department and/or College any money?
	
	
	
	

	
	
	
	
	
	
	

	H.
	PROCUREMENT AND TRAVEL CARDS
(UHD PS 01.A.08; UHD PS 05.C.09)
	
	
	
	Note: UHD does not use Travel Cards.

	
	1.
	Are the P-Card applications updated when the cardholder changes departments or requires a credit limit increase?  (UHD PS 05.C.09 § 3.15)
	
	
	
	

	
	2.
	Do all departmental cardholders have a signed Cardholder Agreement on file with the P-Card Program Coordinator and annually review P-Card procedures and acknowledge their responsibilities? (UHD PS 05.C.09 §§ 3.2, 3.6, and Exhibit B)
	
	
	
	

	
	3.
	Is card information, including account numbers and the physical card, kept secure and only used by the authorized cardholder? (UHD PS 05.C.09 §§ 3.8 and 3.13)
	
	
	
	

	
	4.
	Are cards used for authorized purposes only? (UHD PS 05.C.09 §§ 3.10, 3.11, and 3.12)
	
	
	
	

	
	5.
	Do cardholders provide the business office with receipts, a stated business purpose, business meal attendees, and other documentation, as needed? (UHD PS 05.C.09 §§ 2.9 and 3.20.3)
	
	
	
	

	
	6.
	Are cardholders provided with an expense report to review and verify all transactions were made by them or file dispute statements if needed? (UHD PS 05.C.09 § 3.20.8 )
	
	
	
	

	
	7.
	Are exchanges or returns of merchandise only made for credit, rather than check or cash reimbursements? (UHD PS 05.C.09 § 3.20.2) 
	
	
	
	

	
	8.
	Does the department have a procedure in place to help ensure that: 1) all transactions have the appropriate cost center and account number; and 2) documentation of transactions and the signed expense report are forwarded to Business Services or uploaded to PeopleSoft after the billing cycle ends? (UHD PS 05.C.09 §§ 3.20.4 and 3.20.5)
	
	
	
	

	
	9.
	Does the College/Division Business Administrator verify that all P-Card liability accounts have a zero balance each month? (UHD PS 05.C.09 § 3.20.7)
	
	
	
	

	
	10.
	Are lost or stolen cards reported to the bank immediately?  (UHD PS 05.C.09§ 3.14)
	
	
	
	

	
	11.
	Are lost or stolen cards reported to the Program Coordinator within 24 hours of notification to the bank?  (UHD PS 05.C.09§ 3.14.1)
	
	
	
	

	
	12.
	Is the Program Coordinator notified of cards that are to be canceled? (UHD PS 05.C.09 § 3.19)
	
	
	
	

	
	
	
	
	
	

	I.
	DEPARTMENTAL EXPENSES
(SAM 02.A.25; SAM 03.A.01; SAM 03.A.02; SAM 03.A.03; SAM 03.A.19; UHD PS 01.A.08; UHD PS 01.A.11; UHD PS 02.A.22)
	
	
	
	

	
	1.
	Does the department have procedures in place to help ensure that all expenses are certified appropriately? (SAM 03.A.01, §§ 2.2 and 4)
	
	
	
	

	
	2.
	Are all direct reimbursements for travel expenses allowable, appropriately authorized, and documented? (SAM 03.A.03, § 1.1; UHD PS 01.A.08 §§ 2.1 and 2.4)
	
	
	
	

	
	3.
	Are all direct reimbursements for entertainment expenses allowable, appropriately authorized, and documented? (SAM 03.A.02, § 1)
	
	
	
	

	
	4.
	Are all university employees authorized to make long distance calls from university telephones issued unique long distance authorization codes?  (UHD PS 01.A.11 § 2.2.1)
	
	
	
	

	
	5.
	Are all applicable employees required to review their long distance and cell phone charges each month, to help ensure that access codes are not compromised, expenses are for a business purpose, and that all personal charges are reimbursed within 10 days from the billing date?

(SAM 03.A.19, §§ 2.1 and 3.1.b; UHD PS 01.A.11 §§ 2.2.3 and 2.2.4)
	
	
	
	

	
	6.
	Do you have a process in place to help ensure that long distance authorization codes for personnel no longer employed by the university are deactivated?  (SAM 02.A.25, § 3.4; UHD PS 02.A.22 § 3.3)
	
	
	
	

	
	
	
	
	
	
	
	

	J.
	CONTRACT ADMINISTRATION 

(SAM 03.A.05; UHD PS 05.A.06; Administrative Reference Manual)

	
	
	
	

	
	1.
	Do you retain a copy of executed contracts on file within the department?  (UHD PS 05.A.06 § 2.11.2)
	
	
	
	

	
	2.
	Does the appropriate Business Administrator sign the contract cover sheet indicating their review and certify approval of all contract documents for accuracy, appropriateness, availability of funds and compliance with University policy? (UHD PS 05.A.06 Exhibit B) 
	
	
	
	

	
	3.
	Do you assign responsibility for monitoring contract performance to help ensure compliance with contract provisions?  (SAM 03.A.05, § 3.1.b; UHD PS 05.A.06, Exhibit B)
	
	
	
	

	
	4.
	Did the responsible person sign a statement acknowledging responsibility for ensuring that the terms and conditions of the contract are met and is this statement retained with each contract?  (SAM 03.A.05, § 3.1.b; UHD PS 05.A.06§ Exhibit B)
	
	
	
	

	
	5.
	Are all contracts reviewed and approved as to form by the Office of General Counsel before execution?  (SAM 03.A.05, §  5.3 and 6.2; UHD PS 05.A.06 § 2.2)
	
	
	
	

	
	6.
	Are contracts coordinated with the UHD Contract Coordinator in a timely manner to help ensure appropriate format, review, processing, and retention? (UHD PS 05.A.06, § 2.11.1)
	
	
	
	

	
	7.
	Are contracts submitted to the contracting office for processing within the required time frame (standard 5 days; non-standard 30 days; consulting over $15,000 paid with state or federal funds 6 weeks) UHD Administrative Reference Manual § Contract Administration)
	
	
	
	

	
	8.
	Do all contracts and agreements identify the name of the contracting party as the institution?  (UHD PS 05.A.06 Exhibit B)
	
	
	
	

	
	9.
	Are all contracts signed by all parties prior to commencement?  (SAM 03.A.05, § 2.3)
	
	
	
	

	
	10.
	Are all contracts executed/signed by the university official with delegated contractual signatory authority? (UHD PS 05.A.06 § 2.1)
	
	
	
	

	
	11.
	Do you confirm with the Texas Comptroller that all contracting parties have no unpaid financial obligations to the State of Texas?  (SAM 03.A.05, § 7.9; UHD PS 05.A.06 Exhibit B)
	
	
	
	

	
	
	
	
	
	
	
	

	K.
	PROPERTY MANAGEMENT

(SAM 03.E.02; UHD PS 07.A.01; UHD PS 07.A.03)
	
	
	
	

	
	1.
	Have you assigned a person within your department(s) to be the property custodian?  (SAM 03.E.02, § 3.4; UHD PS 07.A.01 § 2.2)
	
	
	
	

	
	2.
	Do you perform an annual inventory of your property?  (UHD PS 07.A.01 § 2.16; UHD PS 07.A.03 § 2.1)
	
	
	
	

	
	3.
	Is departmental inventory taken whenever the property custodian changes?  (UHD PS 07.A.01, § 2.2.2)
	
	
	
	

	
	4.
	Do you affix a tag with a unique identification number to each item of capital equipment?  (UHD PS 07.A.01 § 2.5)
	
	
	
	

	
	5.
	Do you require a “Request to Remove Capital Property Form” be completed and signed by the Property Manager prior to removal of property off-campus?  (UHD PS 07.A.01 § 2.12)
	
	
	
	

	
	6.
	Is approval obtained/renewed when property located off-campus extends past the end of the fiscal year?  (UHD PS 07.A.01 § 2.12)
	
	
	
	

	
	
	
	
	
	
	
	

	L.
	DEPARTMENTAL COMPUTING

(SAM 07.A.02; UHD PS 07.A.04; UHD PS 08.A.02; UHD PS 08.A.04; Network and Information System Password Procedure; Administrative Reference Manual)
	
	
	
	

	
	1.
	Have roles and responsibilities for the management of departmental information technology resources been determined and assigned to the responsible persons? (UHD Administrative Reference Manual § Miscellaneous)
	
	
	
	

	
	2.
	Has the College/Division performed a risk assessment and formulated a Business Continuity Plan to help ensure the integrity, accuracy, and availability of College/Division services? (UHD PS 08.A.02 § 2.1.6 and Exhibit C)
	
	
	
	

	
	3.
	Are computer accounts (e.g. email accounts) assigned to a single individual?  (UHD PS 08.A.04 § 2.1; UHD PS 08.A.05, Regulations for Using Academic Computing Facilities and Resources)
	
	
	
	

	
	4.
	Are all critical data files backed up and stored in a safe, separate area?  (Good Business Practice) 
	
	
	
	

	
	5.
	Are passwords a minimum length of eight characters, changed on a regular basis (90-120 days), not obvious/easily guessed (nicknames, date of birth, etc.), not shared with other users, and not written down and easily accessible/visible to other persons?  (UHD Network & Information System Password Procedure)
	
	
	
	

	
	6.
	Is computing equipment protected from environmental damage (i.e., improper heating or cooling, damp storage spaces, chalk dust in classrooms, etc.)? (Good Business Practice)
	
	
	
	

	
	7.
	Are doors to areas with computer equipment locked and/or are computer security devices installed?  (Good Business Practice) 
	
	
	
	

	
	8.
	Are surge protectors or uninterrupted power supplies used to protect and save data in case of power failure? (Good Business Practice) 
	
	
	
	

	
	9.
	Do all software programs in use have a valid license?  (SAM 07.A.02, § 3.2; UHD PS 08.A.04 § 2.2)
	
	
	
	

	
	10.
	Is the latest version of an anti-virus software installed and in use on the computers in the department?  (Good Business Practice)
	
	
	
	

	
	11.
	Does the department have procedures (including transfer of the equipment to Information Resources) to delete information and data files, uninstall applications, remove personal and departmental identifying information, or reformat the hard drive when computing equipment is transferred to surplus or another department? (UHD PS 07.A.04 §§ 3.2.2.7, 3.2.2.10, and 3.3.2.3)
	
	
	
	

	
	12.
	Are suspected security violations reported to the Information Technology Department to investigate?  (Good Business Practice)  
	
	
	
	

	
	
	
	
	
	
	
	

	M.
	SCHOLARSHIPS
(SAM 06.A.12)  
	
	
	
	

	
	1.
	Does the College/Department have procedures for scholarships, including: application criteria; eligibility guidelines and other criteria; award method(s); documentation requirements; and method of notification to the Office of Scholarships and Financial Aid? (Good Business Practice)
	
	
	
	

	
	2.
	Is information on available scholarships and application criteria provided to students? (Good Business Practice)
	
	
	
	

	
	4.
	Does the College/Department use the Cost of Attendance, Financial Need, and Expected Family Contribution information developed by the Office of Scholarships and Financial Aid for all need based awards? (Good Business Practice)
	
	
	
	

	
	5.
	Does the College/Department verify that all students are eligible to receive amounts awarded? (SAM 06.A.12 § 2.2)
	
	
	
	

	
	6.
	Does the College/Department maintain records of the standards used to determine awards? (Good Business Practice)
	
	
	
	

	
	7.
	Does the College/Department coordinate all awards with the Office of Scholarships and Financial Aid? (SAM 06.A.12 § 2.2)
	
	
	
	

	
	8.
	Are all awards distributed in the required period? (Good Business Practice)
	
	
	
	

	
	9.
	Does the College/Department have a process in place to reconcile scholarship awards made to amounts per the university’s student administration and financial systems? (Good Business Practice)
	
	
	
	

	
	10.
	Does the College/Department have a process in place to verify that funds provided for scholarships are used?  (Good Business Practice)
	
	
	
	

	
	
	
	
	
	

	N.
	INCIDENTAL AND LAB FEES
(Texas Education Code)
	
	
	
	

	
	1.
	Does the department have procedures in place to help ensure that lab fees are between $2 and $30, and that amounts do not exceed the cost of actual materials and supplies? (TEC § 54.501) 
	
	
	
	

	
	2.
	Does the department have procedures in place to help ensure that incidental fee amounts reasonably reflect the actual cost to the university for the materials or services for which it is collected? (TEC § 54.504)
	
	
	
	

	
	3.
	Does the department have procedures in place to help ensure that all fees are approved? (Good Business Practice)
	
	
	
	

	
	4.
	Does the department have procedures in place to verify whether: fees are charged accurately; all revenues were collected; and revenues were posted to the correct cost center? (Good Business Practice)
	
	
	
	

	
	5.
	Does the department have procedures in place to help ensure that fees are used for intended purposes? (TEC§§ 54.501, 54.504)
	
	
	
	

	
	
	
	
	
	

	O.
	RESEARCH
(UHD PS 06.A.06; PI Guide)
	
	
	
	

	
	1.
	Are all sponsored research projects processed through the Division of Research? (PI Guide, § Office of Sponsored Projects).
	
	
	
	

	
	2.
	Do Principal Investigators approve all expenditures to indicate that they are reasonable, allocable, and allowable for the project? (UHD PS 06.A.06, § 2.6.2)
	
	
	
	 

	
	3.
	Are all expenses processed through the Office of Sponsored Programs? (PI Guide, § Office of Sponsored Projects) 
	
	
	
	

	
	4.
	Does the department have a procedure in place to monitor expenses and help ensure that they comply with regulations? (Good Business Practice)
	
	
	
	

	
	
	
	
	
	
	
	

	P.
	ATTESTATION
	
	
	
	

	The information provided in this Self Assessment document is true and accurate to the best of my knowledge, as of _______________, the date of completion.

  

Signature   - Responsible Business Administrator                          Date
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