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1.1 Business operating procedures

1.1.1 Collect and document payments from customers

Currency-cash payment (dollar bills and/or coins)

Note: Cash payments must be made using exact change. <INSERT MERCHANT NAME HERE> does not maintain a change fund in the office.

· Collect cash 

· Document the purchase in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· Document the cash on the cash/check log. Include the customer name, transaction date, item purchased and amount.

· Mark the purchase as “paid” by entering the payment record in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· Print a receipt for the customer and make two copies

· Send one to the customer

· Submit one to the Daily Cash Reporter

· File the other one in the appropriate course folder. 

· Secure the cash in the lockbox and store it in the safe. 

Check payment (delivered by mail or in person)

Note: Mailed checks are received by the <INSERT MERCHANT STAFF POSITION TITLE HERE> who opens mail, and handed over to one who processes payments. 

· Document the purchase in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· Collect the check

· Immediately endorse the check to <INSERT MERCHANT NAME HERE>
· Document the check on the cash/check log. Include the customer name, transaction date, item purchased (course number if it was a course), and amount.

· Verify the following details:

· The check is written to UH

· The amount on the check is correct

· The check is signed

· The check writer is not on the Master Check List

· For personal checks delivered in person, do the following: 

· Ask for a government- or UH-issued photo ID and verify the identity of the check writer

· Write the ID type and number on the check 

· Initial the check to verify you completed steps v and vi

· For company checks do the following: 

· Determine if the check will cover an individual registration or an invoice

· If it is to cover an invoice, retrieve our copy of the invoice from the files and make a copy. 

· Verify that the amount is correct

· Verify that the company name and address on the check matches the Payee data in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· Verify that there is a contact phone number on the check

· If there is not, ask for the number and write it on the check. 

· Mark the purchase as “paid” by entering the payment record in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· Print a receipt for the customer and make two copies

· Send one to the customer

· Submit one to the Daily Cash Reporter

· File the other one in the appropriate folder. 

· If the check was to cover an invoice make sure receipts are also stapled to the invoice or invoice copy.

· Secure the check in the lockbox and store it in the safe
Money order payment

Money order payments are handled exactly like check payments

Credit card payment

By phone

· Document the purchase in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>and create a corresponding payment record.

· As the payment type, select one of the three credit card types accepted by <INSERT MERCHANT NAME HERE>(Visa, Mastercard, American Express)

· Enter the credit card data into the credit card processing device, including the card number and expiration date.
· Confirm each item with the customer, including the amount to be billed, by repeating it back to the customer

· Click “Validate” and wait for the device return an authorization code. This confirms that the transaction will be submitted with that night’s batch. 

· Email a confirmation to the customer.

· Print a receipt for the customer and make two copies

· Send one to the customer

· Ask the customer how they prefer to receive their receipt (mail, fax, pick up, email PDF file) and deliver it accordingly.

· Submit one to the Daily Cash Reporter

· File the other one in the appropriate course folder. 

Note: To collect credit card payments at off-site events, see the procedures for off-site events for detailed instructions.
By postal mail or fax

· Document the purchase in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE> and create a corresponding payment record.
· Enter the credit card data, including the card number and expiration date on the card processing device.  

· Call the customer for missing information if necessary

· Once the credit card charge is validated, black out the credit card number on the registration form. Photocopy the form after you black out the number. Keep the copy and deposit the original in a locked shred bin.

· Print a receipt for the customer and make two copies

· Send one to the customer

· Ask the customer how they prefer to receive their receipt (mail, fax, pick up, email PDF file) and deliver it accordingly.

· Submit one to the Daily Cash Reporter

· File the other one in the appropriate folder. 
In person

· Credit card payments made in person are processed via the credit card processing device just like ones taken over the phone, with the following additions: 

· Look at the customer’s credit card to verify the number, expiration date, and name on the card. 

· Check the signature on the back of the card. If the card is not signed, ask the customer to sign it. 

· Ask the customer to sign the receipt

Purchase order payment (Non-UH payments)

· Document the purchase in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· Verify that the PO is signed

· Complete the “Billing” form in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE> and include the PO number, company name, address, contact name in accounts payable and a contact phone number for that person.

· Print the invoice and send it to the company’s accounts payable contact

· Create a copy of the invoice and file in the appropriate folder
Journal Entry payment (UH only)

· Journal Entry payments may be delivered to <INSERT MERCHANT BUSINESS LOCATION HERE>
· Verify that the Journal Entry is signed
· Verify that the “BCM Status = Valid” on the Journal Entry at the top, right corner of the page

· Locate or generate the purchase documentation in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· To create a payment record, select the payment type that corresponds to Journal Entry

· Enter the ID number, department name, department address, contact name and contact’s phone number. 

· Print a receipt for the customer and make two copies

· Send one to the department contact

· Submit one to the Daily Cash Reporter

· File the other one in the appropriate folder. 
Electronic funds transfer 

· Document the purchase in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· Create a corresponding payment record.  

· Enter the EFT number, the department name, the address and mail code, and the contact name and phone number. 

· Forward information to business office staff

· Print a receipt for the customer and make two copies

· Send one to the department contact

· Submit one to the Daily Cash Reporter

· File the other one in the appropriate folder. 
1.1.2 Issue and document refunds to customers.
Currency cash original payment

Same business day

· Document the cancellation of the transaction in<INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE> 
· Void the payment record

· Return the exact-change cash to the customer

· Create a new entry in the cash/check log to reflect the negative amount

· Print a refund receipt and make two copies

· Send one to the customer

· Submit one to the Daily Cash Reporter

· File the other one in the appropriate folder, attached to the original receipt.

The next day or later

· After cash from a payment has been deposited it may only be refunded by check. The process is the same as for check/money order refunds. 

Check/money order/cash original payment

· Document the cancellation of the transaction in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE>
· Create a refund payment

· Print a refund receipt and make two copies

· Send one to the customer

· Submit one to the Daily Cash Reporter

· File the other one in the appropriate folder, attached to the original receipt.
PO original payment
Contact the <INSERT MERCHANT NAME HERE> business office for help
Journal Entry original payment

Contact the <INSERT MERCHANT NAME HERE> business office for help

EFT original payment 
Contact the <INSERT MERCHANT NAME HERE> business office for help

1.1.3 Close <INSERT MERCHANT NAME HERE>’s office-based cash handling activities. 

Toward the end of each business day the Daily Cash Reporter will verify that currency cash in the cashbox matches receipts for the day, and conduct a “batch preview” to make sure that credit card transactions recorded in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE> match the transactions waiting to be batched.
· Verify currency cash

· Generate a Cashbox Report for the appropriate date. 

· Subtotal the cash transactions and compare this to the currency cash in the cashbox. 

· If the totals match, simply secure the cash and cashbox in the safe. 

· If the totals do not match, contact your supervisor or the Department Business administrator to report the problem. 

· If neither is available, document the problem using a witness and report it as soon as possible the next business day.

· Secure the cash and cashbox in the safe. 

· Save the cashbox report to be used for the Batch Preview.

· Batch Preview

· Collect the copies of payment receipts from all staff who entered transactions that day. 

· Separate the receipts for credit card transactions from those with other payment types and calculate a subtotal for the day’s credit card payments. (Save the receipts with other payment types for use with the Daily Cash Report the next day.)

· <INSERT SPECIFIC MERCHANT APPROPRIATE PROCEDURES HERE> 

· If the totals match, then you are as prepared as possible for the batch to settle automatically at the end of the day.

· If the totals do not match, find the error and make every effort to fix it before the batch settles. Repeat the steps in this procedure as needed until the totals match. 

· Store the receipts in a manila envelope in the safe until the next day.

· Place the Cashbox reports and any other report you printed for the Batch Preview procedure into a locked shred bin.

1.1.4 Prepare the Daily Cash Report
After the end of a business day at 12 midnight, a report of the day’s transactions is prepared by 11:00am the next business day. 

After an office closure (weekends, holidays, etc.), the Daily Cash Reporter must repeat the Daily Cash Report procedure to create reports for each day that was missed. If there were no transactions on one or more of the days, document this in your notes on the previous date’s Daily Cash Report form. 

To create the Daily Cash Report:
· Collect any additional copies of payment receipts from all staff who entered transactions the previous day. Most receipts will have already been collected as part of the same-day close procedure (above). You only need to collect receipts for any transactions that occurred afterwards. 

· Separate the receipts by payment type and calculate subtotals for each payment type.

· <INSERT SPECIFIC MERCHANT APPROPRIATE PROCEDURES HERE> 

· Compare the balances in the Cashbox report, the Batch Details report and the receipt totals. 

· If the totals match, this step is complete.

· If the totals do not match determine the source of the error and resolve it if you can.

· If needed, consult your supervisor or the Department Business Manager. If neither is available, document the problem by adding descriptive notes to the daily cash report and report the problem as soon as possible. 

· Note: You may not resolve an error by editing an existing payment record 
· Separate the receipts a second time, this time by <INSERT MERCHANT NAME HERE> program area, and calculate subtotals for each program area using an adding machine with a printer. 

· Staple the resulting adding machine “tape” to the program area’s receipts. 

· Complete the Daily Cash Report form

· Fill in the verified numbers from the Cashbox report

· Sign the report

· Ask a witness to verify your work and sign the report

· Bundle these items together:

· Daily Cash Report Form

· Batch Report form

· Bundled receipts

· Cash and check log

· Office closure checklist

· Deliver the items listed in above to the <INSERT MERCHANT NAME HERE> Business Office.

1.1.5 Prepare the daily deposit

Cash and checks received as payment for <INSERT MERCHANT NAME HERE> products and services must be deposited at Student Financial Services by 2pm the business day after they are received. 

The Daily Cash Reporter or his/her delegate will prepare the funds for deposit. 

If the deposit is being prepared on a Monday, this process must be replicated for each date on which cash or checks were collected. Separate forms for each date are required. All the funds with their deposit slips can be grouped together in one deposit bag. 

Follow these steps to prepare the deposit

· You will need the following items: 

· The Daily Cash Report

· A printout of the UH Cash Deposit Summary Form for the date the cash and checks were collected.

· The cash and checks received. Retrieve these from the Room 102 safe. 

· A deposit slip

· A deposit bag

· A Money Transmittal Form

· Cross check the cash and checks from the safe with listings on the Cash Deposit Summary Form. 

· Add up the total cash and check amounts received and write in the totals.

· Sign your name on the form to certify that you reviewed the form and verified that it is correct. 

· Complete the deposit slip by filling in the cash and check amounts plus the total deposit amount. Checks must be listed individually. 

· Photocopy each check and the deposit slip. 

· Add these copies to the Daily Cash Report.

· Ask another <INSERT MERCHANT NAME HERE> Cash Handler to verify the cash and checks to be deposited and witness their placement into the deposit bag.

· Place the cash and checks into the deposit bag, following the instructions on the bag. Note that cash will be placed in one portion of the bag, and the checks and deposit slip in another portion. 

· Seal the bag. 

· Ask your witness to sign his/her name on the UH Cash Deposit Summary Form to verify what was placed in the bag. 

· Detach the plastic edge of the bag with the printed bag number and attach this to the Daily Cash Report. 

· Write the bag number on the Daily Cash Report form.

· Finish processing the deposit bag by filling in the required information on the outside. 

· Place the sealed bag back in the safe. 

· Submit the completed Daily Cash Report to the <INSERT MERCHANT NAME HERE> Business Office for processing. 

· Once the business processing is finished, the business office staff will give you a copy of the Journal page from PeopleSoft. 

· Complete the Money Transmittal Form

· Attach the Money Transmittal Form and the Journal Page to the deposit bag and return the entire package to the safe. 

· Call the UH Police Department at 713.743.0600 to arrange a deposit pickup. An officer will pick up the deposit bag and transport it to Student Financial Services for deposit.

1.1.6 Correct errors to payments or payment records
Occasionally you may realize that it is necessary to change a customer’s bill. 

· Never edit, delete or alter in any way a transaction that is already documented except where specifically allowed by this set of procedures. 
· Instead, generate one or more new transactions that give the desired result.

· Fully document your action and the reasons for it in <INSERT APPROPRIATE MERCHANT DOCUMENT NAME HERE> notes. 

· If appropriate, submit documentation of your action and the reason for it with your receipts for the Daily Cash Report. 

· Consult your supervisor or the Department Business Manager if you are unsure how to change a customer’s bill.
1.1.7 Office close procedure

When the <INSERT MERCHANT NAME HERE> office closes, whether during the business day or at the close of business, the last person to leave the office will do the following: 

Scan for clean desks and work areas

· Scan each desk for sensitive, confidential, or PCI data, or any items that should be secured

· If you need to secure information, place it in an envelope and mark the envelope with the name of the employee who had it

· Store the information in the safe

· Alert the employee that you moved the information to the safe

· Verify that computer screens are locked, or that the computer is either logged out or shut down

Verify that all phones are logged off.
Verify that coffee pots are turned off.

Verify that counter access is closed. 
If closure is during the business day, post signs on doors. 

· Signs should state that the office is temporarily closed, state the time it will re-open, and state how to contact a member of the staff. 

Secure any A/V or portable computing equipment that is not in offices. 

Lock all offices that will not be used for the evening. 

Secure the office <CUSTOMIZE LIST FOR MERCHANT LOCATION>
· Confirm that the safe is locked

· Confirm that classroom key is posted on bulletin board

· Lock all doors

· Reception area doors to hallway locked

· Break room doors locked

· Store room doors locked

· Counter access is closed

· Doors from work area to supplies area set to lock upon closing

Complete and sign the office-close checklist

· Place the signed checklist in the receipts folder for inclusion with the Daily Cash Report

Turn off lights

Lock the office doors as you leave

1.1.8 Offsite registration

Occasionally the <INSERT MERCHANT NAME HERE> group may be required to accept registration payments at events held at a remote location. Follow the procedures in this section to accept payments offsite. 

Prepare to collect payments offsite

One month before the event

· Complete the Offsite Events form and obtain the necessary approvals at least two weeks before the event.

· Use Addendum A to request a Temporary Change Fund if one will be needed. 

Two weeks before the event

· Arrange for a police escort to accompany the Change Fund to and from the event if necessary. 

· Order supplies needed for the event (ex. paper, nametags, nametag holders, envelopes, other). 

About two days before the event

· Print custody logs for each item to be used at the remote site that must be secured. Use the Custody Log form. These include but are not limited to: 

· Locking cash box for change fund and cash

· Locking document box for registration forms collected off-site

· Label confidential materials or equipment as Confidential

· Assemble and pack all equipment and supplies to be used at the event. 

· Confirm that all staff working at the event understand their roles and schedules. 

· Specific staff members must be assigned to transport confidential items and materials to and from the remote site. 

· Confirm police escort arrangements if necessary. 

· Obtain temporary Change Fund if one has been authorized:

· The <INSERT MERCHANT NAME HERE> Business Office will have the change fund check. 

· Cash the check. 

· When you bring the cash to the <INSERT MERCHANT NAME HERE>  office, do the following:

· Count the cash with a witness.

· Complete a cash count form. Both the counter and the witness should sign it. 

· Secure the cash in the cash box, in the safe. 

· Attach a Custody Log to the cash box. 

· Turn in the cash count form to the <INSERT MERCHANT NAME HERE> supervisor. 

· Attach Custody Logs to any confidential items or materials that will be used offsite. 

Set up offsite registration

Arriving and setting up

· Transport materials and equipment to the remote site. 

· Custody of confidential materials must be documented on the Custody Logs for each item. 

· Confidential materials must be transported directly to and from the home office and the remote site with no stops. 

· Confidential materials may not be left unattended by an authorized cash handler during transport (even in a locked car) or at the remote site. 

· When possible the change fund should be accompanied by a police escort. 

· Count cash

· Complete a cash count form, signed by a cash handler and a witness. 

· Set up registration station(s) with card processing terminal(s), and supplies. 

· If one CSR is processing registrations, position the locked document box on the floor next to the CSR. The document box should not be accessible to customers. 

· If more than one CSR will process registrations together, position the locked document box on the floor in a safe location that is accessible to all CSRs handling registration forms. The document box should not be accessible to customers.

· Set up a table where customers can complete paper registration forms away form the registration stations. 

Collecting payments offsite

· One or two designated staff members will collect payments:

· One staff member will be designated to validate credit card transactions.

· Credit card payments must be submitted on <INSERT MERCHANT NAME HERE>’s registration/payment form. If one person is registering a group, the group list may be attached to the form. Payment information must still be submitted on the <INSERT MERCHANT NAME HERE> form.

· Examine the customer registration form and card to verify that the information on the form matches the card, the card is not expired, the handwriting is legible, the form is signed, and there are no obvious signs of fraud.

· Write your initials on the form next to the payment information. 

· If there is a dial-up connection available, validate transactions using the card processing device. 

· Note: If validations are taking place at the offsite event, all credit card payments must be validated for the payment to be considered complete. 

· Write the authorization code on the registration form and hand it to the registration CSR(s).

· The same department staff member or another one can accept check and cash payments. For check payments, check ID, amount, etc. and endorse each check.

· Hand completed payments to the registration staff member(s) if there is one.

· If only one staff member is present, that person can also register customers. If more than one is available, a second staff member or team of staff members will register customers:

· Receive completed payment from the payment staff member(s).

· Create a payment record. 

· For card payments enter the name on the card, card expiration date, billing address, and billing phone number. Enter the authorization code if the transaction has been validated at the offsite event. Do not enter the credit card number.

· Note: If validations are taking place at the offsite event, the payment must be validated for the payment to be considered complete. 

· Print a receipt for the customer.

· Once registration and payment is complete:

· Place registration forms in the locked document box.

· Place cash and checks in a locking cash box.

· Direct customer to collect materials and enter the event. 

Close offsite registration

Breaking down offsite registration

· Shut down computers and pack supplies

· Confirm that all registration forms are enclosed in the locked document box. 

· Confirm that all cash and checks are enclosed in the locked cash box. 

· Count cash

· Complete a cash count form, signed by a cash handler and a witness. 

· Transport materials and equipment to the home office. 

· Custody of confidential materials must be documented on the Custody Logs for each item. 

· Confidential materials must be transported directly to and from the home office and the remote site with no stops. 

· Confidential materials may not be left unattended by an authorized cash handler during transport (even in a locked car). 

· When necessary the change fund and cash received should be accompanied by a police escort. 

Home office – Same day

· Count cash

· Complete a cash count form, signed by a cash handler and a witness. 

· Secure cash box in the safe. 

· Registration forms:

· Remove from the locked document box

· Place them in an envelope.

· Mark the envelope with the name of the event, the date, and your initials.

· Lock the envelope in the safe. 

After the offsite event

Home office – Next business day

· If credit card payments were not validated at the remote location, cash handlers must:

· Retrieve registration forms from safe.

· Separate the forms that include credit card payment information. 

· Enter the credit card number for the transaction into the card processing device and Validate. 

· Check to see that the authorization response is recorded and that the credit card number has been automatically deleted. 

· Print two copies of the receipt, one for the event folder and one for the Daily Cash Reporter.

· Notify the <INSERT MERCHANT NAME HERE> supervisor to update the payment date of the transaction to match the date of the validation. (Validating the credit card transaction the day after the event will mean that the date of the validation does not match the date of the receipt.) 

· Render the credit card information on the paper form unreadable:

· If the form is no longer needed, either destroy it in a cross-cut shredder or place it in a locked shred bin. 

· If the form is needed, black out the credit card payment information, copy the form, and destroy the original as described above. 

· Note: All available cash handlers should help validate credit card transactions so they can be completed as quickly as possible and in time for the Daily Cash Report.

· If you are unable to validate a credit card transaction:

· As quickly as possible determine the reason for the problem. Contact the customer if necessary. 

· If possible, fix the problem and try again. 

· If you still cannot validate:

· Notify the customer that the payment failed, and request a new payment. 

· The registration form must be stored in the safe in the envelope marked with the event title and date any time you are not working with it. 

· The Daily Cash Reporter will complete the report that includes the offsite transactions. Other designated cash handlers should assist as needed in order to complete the report on time. 

· Prepare cash and checks for deposit:

· Hold back a cash amount equal to the temporary change fund authorized for the event.

· Continue to store the change fund in the cash box in the safe. 

Home office - Two business days after the event

Complete Addendum A to close the Temporary Change Fund. 

Home office – As soon as possible after the event

· Redeposit the temporary change fund cash.

1.1.9 Dispose of records that contain PCI data

<INSERT MERCHANT NAME HERE> policy prohibits storage of most PCI data. When PCI data exists in paper or electronic records, follow these steps to securely dispose of it. 

Electronic records

PCI data should never be stored electronically. If you discover PCI data being stored in any electronic medium, the record must be deleted using a file erasure program that adheres to the Department of Defense standards. 
Paper records

To dispose of a paper records that contain PCI data, such as registration forms with credit card numbers:

· Shred the paper in a cross-cut shredder

· OR, deposit it in a locked shred bin

If the document design allows, you may also cut off the portion of the record that contains the PCI data and dispose of it as described above, retaining the rest of the page. 
If a paper record must be retained

If a paper record must be retained and contains a PCI data (usually a credit card number) that cannot be removed:

· Black out the credit card number on the page, AND

· Photocopy the page so that the number is no longer readable.

· Shred the original page or deposit it in a locked shred bin, and retain the photocopy. 

Temporary retention of paper records with card numbers

This policy authorizes temporary retention of paper records that contain PCI data in limited circumstances (ex. after an offsite event, or if a transaction cannot be validated immediately). To store these records: 

· Enclose the record(s) in an envelope clearly marked with: 

· The date

· Your initials

· The name of the event (if applicable)

· “Confidential”

· Lock the envelope in the <INSERT DESIGNATED SECURE MERCHANT LOCATION HERE> safe. 

· Records may be stored in this way for up to 2 business days. 

· The <INSERT MERCHANT NAME HERE> Daily Cash Reporter will check daily for records that have been stored more than two days.

· On the third business day after a record was stored, the Daily Cash Reporter will notify the supervisor and render the PCI data (credit card numbers) unreadable.
1.1.10 Authorize a cash handler

Before any employee is permitted to handle cash, checks, money orders, or credit card payments s/he must be authorized to do so using Addendum A of the UH MAPP 05.01.01. Full- and part-time employees, including student workers, can be cash handlers. 

Once an employee’s need to handle cash has ended, either due to a change in job duties or termination, s/he must be removed from the Addendum A. 

To add a new cash handler, the <INSERT MERCHANT NAME HERE> supervisor must verify the following: 

· The person to be authorized has met the requirements of UH MAPP 05.01.01: 

· Cleared in a 5-year criminal history background check. 

· Attended and passed Cash Handling training (UH Finance department)

· Attended and passed Credit Card Processing training (UH Finance department)

· Attended and passed Credit Card Data Security training (UH Finance department)

· The person to be authorized has met the training requirements of <INSERT MERCHANT NAME HERE> :

· Trained in <INSERT MERCHANT NAME HERE>  Policies, Procedures, and Best Practices for cash and credit card processing

· Signed a statement confirming that s/he read understands his/her responsibilities, security policies, <INSERT MERCHANT NAME HERE> procedures and best practices, consequences for non-compliance, and procedures for reporting irregularities.

To authorize or remove an <INSERT MERCHANT NAME HERE> cash handler, the supervisor will complete a new Addendum A to MAPP 05.01.01, and attach a cover memo that explains what has changed. The Addendum A includes signatures of all cash handlers, not just the one(s) being added. 

New cash handlers can begin handling cash and credit card transactions once the Addendum A is submitted and pending approval 

1.1.11 Problems related to suspected violations of SAM, MAPP, or <INSERT MERCHANT NAME HERE> policies and procedures

If an employee observes a cash handling irregularity or suspects a violation of any applicable policies and procedures (SAM, MAPP, and <INSERT MERCHANT NAME HERE>), the employee has a duty to report it. 

In some cases the problem constitutes or has to potential to cause a security incident. In these cases, follow the instructions in the <INSERT MERCHANT NAME HERE> Security Incident Detection and Response Plan. 

To distinguish a security incident from a less urgent policy or procedure violation, consider the following criteria: 

· Does the irregularity or violation pose a danger to staff or customers? 

· Does the irregularity or violation have potential to disrupt regular business operations? 

· Could the irregularity or violation put customer credit card numbers or other confidential and PCI data at risk for unauthorized access or misuse?

If you answer “yes” to any of these questions, or if you are not sure, you must follow the Security Incident Detection and Response Plan. In all other cases, you may choose one of these responses:

· Report the problem to either the supervisor, the Department Business Administrator, or a higher authority in <INSERT MERCHANT NAME HERE>.

· Follow the instructions to report fraud in UH System Administrative Memorandum 01.C.04

· Report the problem at MySafeCampus.Com

· MySafeCampus.Com allows any UH employee to report policy violations and provides a way to do so anonymously if you desire. 

· Reports will be reviewed by a neutral committee which will make recommendations for how to respond

· You do not need to tell your supervisor if you make a report through MySafeCampus.Com
1.1.12 Update and distribute <INSERT MERCHANT NAME HERE> policy and procedure

The <INSERT MERCHANT NAME HERE> supervisor will review and update this Policy, Procedure, and Best Practices document on the following schedule:

· Within 30 days of any major change to policies or procedures.

· Within 90 days of a new release of the PCI Data Security Standard. 

· Annually by March 31 if there have been no other updates in the previous 12 months.

To update this document: 

· Keep a list of needed changes throughout the year. 

· When a new version is required, assemble the proposed changes into a single revision summary document. The document must include:

· Each item to be changed, with the part/section reference

· Excerpt of the text to be changed

· Updated text

· Explanation of why the change is needed

· Circulate the proposal for review and comments to the <INSERT MERCHANT NAME HERE> IT Administrator and Department Business Administrator. If necessary, also request review by the UH Treasurer’s office. 

· Once final draft is ready, each reviewer must sign the final draft to adopt the changes.

· The <INSERT MERCHANT NAME HERE> supervisor will incorporate the approved changes into a new version of the Policy, Procedures and Best Practices document. 

To distribute the new version, the <INSERT MERCHANT NAME HERE> supervisor will: 

· Distribute the new version to all employees and any other <INSERT MERCHANT NAME HERE> staff who are cash handlers.

· Train the <INSERT MERCHANT NAME HERE> staff in any items in the policy and procedure that have changed since the previous version. 

· Require each recipient to read and sign the Acknowledgement of 
<INSERT MERCHANT NAME HERE> Policies, Procedures, and Best Practices form.

· Keep copies of the acknowledgement forms on file.
1.1.13 <INSERT MERCHANT NAME HERE>Employee Termination Clearance

When an employee with access to <INSERT MERCHANT NAME HERE> PCI DATA is terminated, the person’s supervisor will ensure that HR and <INSERT MERCHANT NAME HERE> termination clearance forms are completed. 

The employee or the supervisor must sign next to each item on the clearance forms that applies for that individual. 

The following items must be turned in to the individuals or offices specified: 

	Office and building keys
	<INSERT MERCHANT NAME HERE> business office

	CougarOne Card
	<INSERT MERCHANT NAME HERE> business office

	Purchasing card
	<INSERT MERCHANT NAME HERE> business office

	Any technology tools or equipment that is property of UH
	<INSERT MERCHANT NAME HERE> IT Administrator

	Parking gate card or transponder
	<INSERT MERCHANT NAME HERE> Business office

	Keys to desk, filing cabinets, cash box, document box, shred bin
	<INSERT MERCHANT NAME HERE>  Supervisor


The <INSERT MERCHANT NAME HERE>  supervisor will: 

· Change the safe combination within 30 days of the employee’s termination. 

· Remove the employee from the list of authorized cash handlers, if applicable (Addendum A).
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