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Introduction

This document contains the <INSERT MERCHANT NAME HERE> policies, procedures, and best practices for daily operations and safeguarding confidential information from unauthorized access and misuse. 

<INSERT MERCHANT NAME HERE> Policy, Procedure and Best Practices builds on federal and state law, University of Houston System Administrative Memorandum (UH SAM), and University of Houston Manual of Policy and Procedure (UH MAPP) and should be viewed as a detailed version of these governing laws, policies and procedures. If a conflict exists, authority cascades in this order: Federal law>State law>UH SAM>UH MAPP><INSERT MERCHANT NAME HERE> Policies and Procedures.

<INSERT MERCHANT NAME HERE> staff accepts cash( and credit card payments from customers for <INSERT PRODUCTS/SERVICES> and related services as part of day-to-day business operations. Much of this policy and procedure document is dedicated to safe and secure handling of cash and confidential data and to maintaining secure systems for credit card processing.

<INSERT MERCHANT NAME HERE> uses the requirements established by the Payment Card Industry (PCI) Data Security Standard Version 1.1 to govern credit card security. <INSERT MERCHANT NAME HERE> collaborates closely with the Office of the Treasurer to comply with the PCI standards. In situations where it is not possible to strictly adhere to the PCI standards, <INSERT MERCHANT NAME HERE> establishes compensating controls that meet or exceed the requirement.

The contents of this document are designed to: 

· Ensure safety for our staff and customers.

· Protect funds and customer credit card numbers collected by <INSERT MERCHANT NAME HERE> from theft, misuse, and unauthorized access.

· Ensure accurate and transparent financial reporting, in accordance with UH MAPP.

· Comply with the PCI Data Security Standards.

· Safeguard sensitive and confidential information from theft, misuse, and unauthorized access.

· Encourage thoughtful and effective customer service.

This document includes:

· Description of how <INSERT MERCHANT NAME HERE> uses PCI-Net, UH’s secure computing environment for credit card processing.

· Policy and procedure for classifying, handling, storing, retaining, and destroying data.

· Roles, responsibilities, and access authorizations for <INSERT MERCHANT NAME HERE> staff who use credit card data and card processing systems.

· Policy and procedure for fundamental <INSERT MERCHANT NAME HERE> business operations.

· Electronic security incident response plan.

Employees must make sound judgments regarding security, cash handling, and credit card processing when necessary. If you encounter a situation not addressed in this document, consult your supervisor or the Department Business Administrator if one is available. If one is not available use your judgment to solve the problem, and then document your actions and brief the supervisor or business administrator at the earliest opportunity.

In determining a course of action, consider the following priorities which are listed in order of importance:

1. Personal safety of staff, and customers
2. Accurate and transparent accounting of cash and other payments
3. Protection of our customer’s personal and confidential information
4. Thoughtful and effective customer service
The contents of this document pertain only to <INSERT MERCHANT NAME HERE> business operations and card processing system components based in <INSERT MERCHANT BUSINESS LOCATION HERE> and which support the sale of <INSERT MERCHANT NAME HERE> programs and related services. It does not cover activity of other groups within <INSERT MERCHANT NAME HERE> or other entities at UH.

Business operations addressed in this document pertain almost entirely to <INSERT MERCHANT NAME HERE>. Wherever UH and third-party documents, authorizations, and agreements refer to <INSERT OTHER MERCHANT ALIASES HERE> this is equivalent to <INSERT MERCHANT NAME HERE>.
( UH MAPP 05.01.01 defines “cash” as U. S. currency (dollars and coins); personal, business, bank, and cashier’s checks; money orders; travelers’ checks; or foreign drafts (but not foreign currency).
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